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HOW IT ALL STARTED

...avallable solutions were like:




WHAT IT DOES

info LIKE Rebooted% Events info LIKE Latency% Events

class = monl Events

’ L] My My My
Source Notice Warning Emergency

10.134.112.225
10.134.112.229
10.134.112.226
10.134.2.50

10.134.112.230
10.134.112.221
10.134.112.228
10.134.112.235
10.134.2.49

10.134.112.227

Latency Statistics

2

Average Maximum

10.134.227.10 © 1151ms s 5191ms — 15552ms
10.129.3.56 © 1000ms 14ms 2003 ms

10.134.162.223 (&) 762ms m— 4717ms —— 14632ms

10.134.163.175 (&) M 5141ms s 15485ms




DISCOVERING THE NETWORK

Module Status

o= Cat4k5

Linecard(slot 1)

WS-X4013+

BB Cat4ks

Linecard(slot 2)

WS-X4248-RJ45V

B Catdk5

Linecard(slot 3)

WS-X4248-RJ45V

BB Catdk5s

Linecard(slot 6)

WS-X4306-GB

BB Cat4ks

Power Supply 1

PWR-C45-2800ACV

Power Supply, Active GaEllllg

PWR-C45-2800ACV

12 Modules, Sort: slot, Limit: 250

LAG Ports

Port Status per Fabric Extender

] 23
[ 24
5 Trki

23 LAG:Trk1 E2

24 LAG:Trk1 K :

Trk1

3k5-Core2 IP:10.10.10.1
3500yl-24G, revision K.1

curthuiiilldm IV ral mamn

Fex-105 Nexus2248 Chassis Fabric Extender Module: 48x1GE, 11 25 12
Fex-105 Nexus2248 Chassis Fabric Extender Module: 48x1GE, 19 29
Fex-106 Nexus2200HP Chassis Fabric Extender Module: 16x10GE
Fex-106 Nexus2232 Chassis Fabric Extender Module: 32x10GE 16 16
Fex-106 Nexus2248 Chassis Fabric Extender Module: 48x1GE, 37 11
Fex-106 Nexus2248 Chassis Fabric Extender Module: 48x1GE, 30 18
Fex-106 Nexus2248 Chassis Fabric Extender Module: 48x1GE, 27 * 21
Fex-107 Nexus2200HP Chassis Fabric Extender Module: 16x10GE Active
Fex-107 Nexus2232 Chassis Fabric Extender Module: 32x10GE § 27
Dynamic Maps
Traffic %
10 Mt S
! »
- I -
v— l.;-|l L —
nicwall 1] w=1=-1-wd

¥3INIL30




rickli rickli/4.6M Jul 6 14:16 nedi-1.9.187.pkg
rickli rickli 4.6M Jul 9 09:15 nedi-1.9.1960.pkg
rickli rickli 4.6M Jul 12 12:44 nedi-1.9.193.pkg
rickli rickli 4.6M Jul 17 16:10 nedi-1.9.198.pkg

e [arball 4MB In Size

« Not resource hungry
e Developed on solar
bowered keyboard
e Using clean waterpower




NEDI & THE BIG GUYS
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SECURITY



THE NEDI COMMUNITY

Hello rickli
Show unread posts since last visit.

Show new replies to your posts.
There are 2 members awaiting approval.

October 31, 2013, 09:15:43 PM

m Help Search Admin Moderate Profile My Messages Members Logout

NeDi Community

News

NeDi General

| I News
Announcements, Press releases and more...

|— Other
Integration with other tools or other fancy ideas

NeDi 1.0.9 beta released (see www.nedi.ch)!!!

638 Posts
23 Topics

301 Posts
54 Topics

Mem




AAAAAAAAAAAAAARGH!

Forbidden

You don't have permission to access /gfds on this server. L —

Apache/2.2.20 (Ubuntu) Server at q Port 80

You've been
hacked!




LOOKING AT WEBSTATS

Top 30 von 2002 URLs

204629 (40.85% (1210665 (23.81% |/
14169 | 2.83%| 71554 | 141%|/tajogw.php

10250 2.05%| 86070 | 1.69%|/feed

7183 | 1.43%| 36463 | 0.72%|/robots txt

6989 | 1.40% 6535 | 0.13%|/favicon.ico

6294 | 1.26%| 49095 | 0.97% |/ Themes/default/scripts/script.ys
6292 | 1.26% 5002 | 0.10%|/Themes/default/scripts/theme i3
6058 1.21%| 55195 1.09%|/hpn/

6051 | 1.21%| 47705 | 094% |/ Themes/default/css/

\OQ\lOsUI&b)Nt-'%l




PHISHING MAILS

Info

B3 Inbox - NeD Yesterday at 19:23 °
PAYPAL

To: undisclosed-recipients:;, servicemaill@mail.com,

Reply-To: team@mint.com

PayPal

ID: #R56LEDIR40EMH

Account Notification

http://24kontaktlinsen.de/js1/

Help & Contact - Fees - Security -Features
Copyrights Reserved 1999 - 2016



TRAFFIC ANALYSIS

Summary

12.Aug 16 11:05 - 12.Aug 16 11:10, Filter: dst port < 1024

Destination Address

G Google Inc.
G Google Inc.
G Google Inc.

[

il

Destination Port

443 /https
443 /https
443 /https

Packets

10k
3k
2k

Bytes
595k
e 213k

133k

Windows-Phone.home

_f
=1 Remofon.home T —— ——
== Apple-TV.home \
android-f50aea6136db184c.home ———

osiris.home

== Paddy.home ' ———
— mde i.home

— SEpP001BD4AOD4E2
= C aron

— 2520G8+p

— (10.10.10.11)

Source Address, Destination Port Summary

26.Jul 16 16:35 - 26.Jul 16 16:45, Filter: dst port < 1024

443/https

80/http I

993/imaps

53/domain I

161/snmp .

25/smtp ==
138/ netbtos- %2
=

123/ntp
137/netbios- ns —



TRAFFIC INFO

1 §# Amazon Technologies Inc. EE [E] 443 https Remus.home
2 G Google Inc. EE [E=] 443 https android-44005e8124817138.home
3 <& charon (2) 63150 ) osiris

216.58.207.46/24

Network <> 1e100.net

Customer Google Inc.

Mail @@ google.com
Phone +1-650-253-0000
Address 2= 1600 Amphitheatre Parkway, Mountain View, CA

Description GOOGLE
Origin AS AS15169
Update 15.Jul 17 8:44




ALERTS

TRAFFIC POLICIES

e e (%) LI v Q & (3] i

Id Status Class Target Device Port Vlan Action Information User Time Execute
19 [7 Bytes >500000 &2 Source:charon Filter:src host 10.10.10.109 Group:sa,da admin 31.Mar1612:45 [ @ &
15 [ Bytes <100 & Source:charon Filter:src host 10.10.10.10 and port 5060 Group:sa &/ SIP underrun admin 28.Mar 16 16:02 [ @ &
17 [?  Packets >1000 & Source:charon Filter:host 10.10.10.109 Group: &/ Noisy Host  admin 28.Mar1617:47 [ @ &
3 Values

TIMELINE ANALYSIS

31.Mar 16 11:40 - 1.Apr 16 17:40

Class LIKE 'sp%'

IR
50
45
40
35
30 |
25 |
20 . w

15 | |

10 * ’

O

N Y © ® © O
a® 0P WP P P o

TS De—e
O P o o



TRAFFIC SOURCES (2.0)

f i n d 1 T

Nodes Traffic
Source Address Packets 2 O v X ¥ |10 -
Source Port - —
,,—? Destination Address Flows FLiter ‘ _/ ‘ & | Lines (MB) ;I
< Destination Port Packets)s | | | L | 0 —— OO0 00 m
' e — . 06/04/201901:00 || 5Days < (G
Devices -
.|| B/Packets 5 / ® |0:00 ~|-|0:00 -f

1 #2
14000

12000
10000
8000

6000

4000
Devices Values 2000

0

<& charon 100.0 % 0 P

L)
<> C1800c 0.0 % ) 9

5\){\

o
Y
’ ©

©

4.Jun 19 1:00 - 9.Jun 19 1:00

Devices Packets Bytes Flows Packets/s Bls B/Packets

1 451010101 119M O 123G 570K 5K 39M 33K

2 %>10.10.10.183 108K —// 11 13K 8K 3K

2 Values, Sort: Bytes, Limit: 10




TRAFFIC MAP (2.0)

4
&
§
(F
Akamai Technologies, Inc. %'bnes
é’;.‘"? o.home 2260 byy o G
wes
s Google LLC
\eq
d @6\ 11)4'
© @’
DAILYMOTION-NET €
. !
Re:pus.home .'
& ceicic,
.II & 10.10.10.118
— -».'*
Remopad.home
Amazon Technologies Inc. ‘s, ,
4
& ‘e
2 ‘ =
g Apple Inc. ("g,
,"o
. s
H .
Microsoft Corporation HETZNER-RZ-NBG-NET




IMPROVED |P INFORMATION (2.0)

ARP Values

£ = © = {ch =) =

MAC P Update Services Operating System Devices Port
ER s 74da3825d964 10.10.10.100 10.Apr1922:45 SSH-2.0-OpenSSH_6.0pl.nginx1.2.1, (@ Debian charon  igh0
‘ 34ab3731ae83 10.10.10.112 11.Apr199:25 charon  igbhO
& b827ebd0b99a 10.10.10.113 11Apr197:20 SSH-2.0-OpenSSH_7.4pl, (@ Raspbian charon  igb0
<™ f47b5e0b8b5c 10.10.10.115 11.Apr191:25 charon  igbh0
nm acs7755ch432 10.10.10.118 11.Apr198:30 € Android 8.0 charon  igh0
5254006e7f4e 10.10.10.120 11.Apr196:40 charon  igb0

thethe 000dbd7408ee  10.10.10.124 11.Apr19 5:40 charon  igh0
el 001bd4a0d4e2 10.10.10.125 11.Apri99:50 SSH-2.0-1.00, {%: Cisco IP Phone charon  igh0

DHCP-fingerprinting: https://github.com/dumplab/dhcpfingerprint

nedi.pl -sid -010.10.10.0/24 Portscan by ARP entries
nedi.pl -sid -al10.10.10.0/24 Portscan by fping


https://github.com/dumplab/dhcpfingerprint

ACL MONITORING

f i n d |

T

- Devices Configuration - &+ 3

4
0
3
o

4»

. : m— - Edit -
B - Edit- % - Devices Configuration- 3 () <% ' Update NeDi (Backup Cor '—v—r- = \ E ‘ R
— — ﬂ;ﬁ - Discover Log - + |am| cmd-acl.log - @
§33 - DiscoverLog- *% imm| - Execute - r © i) Choose File no file selef

cmd-acl.log
cmd-new

A W Tab|  #|  :/|1|/J & cmd-ac! m sh access-lists

Extended IP access list preauth ipv4 acl (per-user)

10 permit udp any any eg domain
sh access-lists A S

20 permit tcp any any eg domain
30 permit udp any eq bootps any
40 permit udp any any eg bootpc
50 permit udp any eg bootpc any
60 deny ip any any

IPve access list preauth ipvé acl (per-user)
permit udp any any eqg domain seguence 10
permit tcp any any eqg domain seguence 20
permit icmp any any nd-ns seguence 30
permit icmp any any nd-na segquence 40
permit icmp any any router-solicitation segquence 50
permit icmp any any router-advertisement segquence 60
permit icmp any any redirect seguence 70
permit udp any eg 547 any eg 546 seguence 80
permit udp any eg 546 any eg 547 seguence 90
deny ipv6é any any segquence 100

/var/nedi/nedi.pl -SAFGgadobewitjumpvs -a 10.10.10.7 -c diff-cmd-acl



CONFIG CONTEXT POLICIES

3
7

3 Values

2520G5-P
10.10.10.4

LLOP:1.Apr
LLDOP:1.Apr

SEP002497351792

10.10.10,232

1333122 “ 19.Jun 17 17:26 C2960-8 )  Policy 7: Portconfig is missing switchport mode trunk on Fa0/7 Tagged voice
1333121 n 19.Jun 17 17:26 €2960-8 )  Policy 7: Portconfig is missing switchport mode trunk on Fa0/3 Tagged voice
1333120 n 19.Jun 17 17:26 €2960-8 )  Policy 1: Config matches community public
1333119 n 19.Jun 17 17:26 €2960-8 )  Policy 3: Config matches contact Remo
& s (% = L] & R o] & i
Status Class Target Devices Port Yian Action Information User Time
Y% Configuration %5 community public &/ admin 7.Feb 17 15:07
Y#  Configuration %g contact Remo &/ admin  7.Feb 17 15:11
% Port Configuration switchport mode trunk oy 2960 &/ Tagged voice admin 19.Jun 17 17:26

Execute

h @ ¥
h @ ¥
(h @ ¥



NETWORKING



A NETWORKER'S LIFE

Network Team The Network The Services

11k
i o

[92.168.0.0




TIME MACHINE

Vlan Distribution

10 11 13 20 30 40 50 100 101 102 103 110 120 133 134 168 200 300 301 302 500 999 1001

If-»mz LR

Vlan Distribution

Device i 2 3 4 5 10 11 13 20 30 40 50 100 101 102 103 110 120 133 134 168 200 300 301 302 500 999 1001

chb-
E homeoffice

Vlan Distribution
Device 1 2 10 11 13 20 30 40 50 100 101 102 103 110 120 133 134 168 200 300 301 302 500 999 1001
chb-
e @
@na#?  ChB-priv I
HP-2530-8G-
&=’  poep
‘e L
& o s vesv n
&P w12 ,//- .*// I
G s B S5 2 2020 5
&P swrtweh ,//- I f-/ﬁ 22 2
.-.~-;/ ; ;
& ot o / @ n R
—’ swO1-bremen , oW W - WLAN, 2 Access Port, 1 Tagged Port
&P switchOt-bhv | ¥ W o
&P switch02-bhv | ¥ > 5
127 Vlans (Limit 500), 12 Devices, Sort: Device




MONITORING

MONITORING MAP EDITOR

B oo sazels | Tozalgy | Moces | Regot: | Montokq  Syskm | User | Oher BB B [ = o

Monltoring Map Map Edit

f i n d 1 T

Menitor Discover Last Events

GDO @ @
2o ® 19 b 3 Map Options

843 .
12ms ‘ Network Status
Zoo
N [ S | [ o omsmeen . - A &% [ 100% * 7 O 8%
Ba atr Y Shorin .
L Size 288 - . - —
: I (o 7 Network Status 320 ® 90% location LIKE CH;% 22 | a(Multiple) %
| ; 2 - L T

3 “' : E “miwen FEFIMEOANNAE st ra [P P
i L = ; ] -~
¥ L -

LN e et 0 Saterb e QWL tar MomE2 s ke Lt Fecass Mecearos (06 a - { A e
n ecans . - &3 | 50%

Size 256

640 ® 40% location LIKE % &3 | a(Multiple) %

L= - L= L=} Network
’ . A
B 23

Foer b b
;'

C(zra

b
J
i ==
9 ——

: :
H '
; 5 : , = =
LA : — : = = =
i ¥ :
3
(Lt Aocean Seteechs ML (riacces Sueeba el (Lt (L focans MeceaTicn dAwran A - s ! - ! m 50% A @ m *
- - ne v - | Tl v

Size 256 : PR - z
I Network 640 ® 40% location LIKE CH;Zurich;% & | a(Multiple) *

b 3%

- ,r-_—v L e e T e ) 3 - -

(1)
: [ =« | | = ] L EN EN EN EN EN
ey e | —t et et ] r—




REPORTS IN MONITORING MAP 2

f i n d

Monitor Map

Monitor Discover Last Events

| ‘ : L. 10
20 | 14 BB
\ 12ms / 60

=

Last Traffic Inbound Last Traffic Outbound Last Bcast Inbound Total Bcast Inbound

= L) - = L) - = L) &) = L) B
Devices Interfaces Traffic Devices Interfaces Traffic Devices Interfaces Bcast Devices Interfaces Bcast
. = = . g 10 1G LLDP:sw- 0 7.4/s .
="~ ChB-priv 18 100M [ J101% = ChB-priv 3 100M . J101% o HP-2530-8G-PoEP _— " el g sonicwall-cb . J X2:V13 16 81
) - ) I . vmnicl 16 @ 5/s g
&)  swol-ab 221G ) 101% &a#  swol-ab 201G ) 101% virtuall el ) e 4 &ad  swl-l-wdh 191G @3
S  swol-ab 1916 ) 101% Ga#  Chepriv [B) 2016 LLOFichb- ) 101% Gwm#  swl-2-wdh 12 100M M A &SP  swllwdh 101G = sk
f— ~ P _ 12 1G P 5. 23 1G LLDP:SW' D 6,7’5 - L A
— sw0l-ab 211G . Jioi% = swOl-ab "o oC oo . Ji101% — sw-2-2-wdh 2-1-wdh d el g sonicwall-cb 2 X2:V1001 1G | B2
_ = ) o A2 106G O 6.6s o 2416
— swO0l-ab 201G ) 51 7% —— swO0l-ab 416 . J101% == sw-1-3-wdh Ty e P, ﬂ 6k == sw-2-1-wdh Uk l o 22M
5 Interfaces, Sort: Traffic / Speed 5 Interfaces, Sort: Traffic / Speed 5 Interfaces, Sort: Becast / Traffic 5 Interfaces, Sort: Bcast / Traffic
Last Errors Inbound Last Errors Outbound Last Discard Inbound Last Discard Outbound
- ; —— . S . S
Devices Interfaces Errors Devices Interfaces Discard Devices Interfaces Discard
i 0 23.8/s . 0 303.2s i 0 13/s
=" sw0l-ab 316G == “2f VoIp-31-Se 1 — —— swO0l-ab 316G =
10/s Q 1 interfaces, Sort: Discard / Traffic
== _ sw0l-ab 141G — 10/s ;
03 @ Clavia =_AB netij==1sa_ VPN o 2
10.20s IPsec tunnel:
e 01-ab ™| 6 1G LLDP:ap-AB_1 i
— swita RO — 139 2 Interfaces, Sort: Discard / Traffic
10/s
— swO0l-ab 716G B5

4 Interfaces, Sort: Errors /[ Traffic



OPTICAL MONITORING

Information

LX2122IDR - RX:-6dBm TX: -8dBm

LX2122IDR - RX:-5dBm TX: -8dEBm

Eter1-16 LX2122IDR - BRX:-5dBm TX: -37dEBm

LX2502IDR - RX:-6dBm TX: -8dEBm

LX2502IDR - RX:-6dBm TX: -15dBm

225 Module Total

nedi.conf
7# type TX-hi TX-lo RX-hi RX-1lo description (replaces module description)
dom-alert default3 -10 3 -12 default-settings



VERIFY YOUR IPAM

T

Subnet List

Network Start End Bcast Total Population

¥0 10.10.0.0/24 0.10.0.1 10.10.0.254 10.10.0.255 254
— 10.1.254 10.10.1.255 508
vewSw
—— J— 0.2.254 10.10.2.255 762 41

Devices Assets Topology Nodes Report charon . cx 40.2. ] Sy
1010901 o8, O 1010107 [y 4

[ )
w
NN
|

o

.10.

L
o
w
(Sa)
[
o
'\
o
[

7 0.4.254 10.10.4.255 1270 &1
IPAddress % = 4 10.10.10.0/24 7)_?
Ld s
0, 10.5.254 10.10.5.255 1524 &1
.“,/ .h.‘
- 3 0.6.254 10.10.6.255 1778
7.254 10.10.7.255 2032

= 10.10.10.0 %, p-7-
P AEress 4%) 40.8.

~
010002  GEEE B 3 NG <74/
¥ @7 n '

=8 27 R > 10.10.2

.10.8.255 2286

[ )
w
Ao
|

o

.10.9.255 2540

o}
S
I

o

O

[ )

w

NN
)

o

nnn

N
0

wm
-
|

o

L L 025

o

-J
(Vo)

ey
o
wn
N
Lo
(%]
(a2

1 Network, Sort: IP Address — §40.11.254 10.10.11.2585 3048 &1
Lllll
Wt P st
L'—J 0.12.254 10.10.12.255 3302 &1
’ 2520G8-P
1800-8G 10.10.10.4 |y 13 554 10.10.13.255 3556 <1
10.10.10.6
¥ 14 10.10.14.0/24 10.10.14.1 10.10.14.254 10.10.14.255 3810
¥ 15 10.10.15.0/24 10.10.15.1 10.10.15.254 10.10.15.255 4064



VERIFY YOUR SDN

@ SDN Controller Console ~ A 1332

v Tasks & Activities ~ Topology Viewer

«* Shortest Path «* Follow Flow Search Pin All Details @ P B MAC B Collapsed
Monitor Alerts

Manage Modules

View Audit Log 10005

View Network

Export Logs (3]

00:00:00:00:00:00:00:05
il

Diagnose Network

(2)
00:00:00:00:00:00:00:04
00:00:00:00:00:00:00:06 08 i 10007

10006
1) 00:00:00:00:00:00:00:07

(3
00:00:00:00:00:00:00:03 4

[ - ,
(3] 00:00:00:00:00:00:00:08 m

00:00:00:00:00:00:00:01 (2] e
i 00:00:00:00:00:00:00:02

0001

https://192.168.133.130:8443/sdn/ui/app/indexFexportLogs




NEDI 2 LOGSTASH

| ogstash
SNMP

Network



CABLE MANAGEMENT

§ 001

048
il
| 001-012
il

001-012

-

-

08l-024

001-012

001-012

001-012

001-024

001-012

1 001-012

evey,
= 001-012

. 001

[ Port#6 (=) 6 [

3m

2 Connection, Length 23m, Levei:.Cat Se

001-012

Connection 1800-8G - rk1557738653

- rk1557210037

| rk1557738653

ZooE
Office R1

6 @ Giol




COMPLETE END TO END VIEW

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

NeDi+

* Network infrastructure discovery
*Lifecycle management

. opology discovery & visualisation
*|P address and subnet verification
* Monitoring & network policies

* [raffic analysis

Addons
* Cable Management

’\‘ ‘

#L.:l _?_e.’.’.:..@."" %




THANKS!



